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Step 0). 
Network Configuration

• We assume your AhsayCBS is running on a physical backup 
server machine located in your datacenter, or a cloud VM.

• To have an AhsayCBS that can be accessible by your remote 
customers, these are the networking configuration required:
– A fixed public IP for the backup server.

– An easy to remember domain URL. 
(It’s necessary only if you allow your customers to login to the web console to trigger certain types of 
backups, or to edit their settings. Some of our partners don’t let their customers do so, and thus not 
offering the web console address to them.)

– Map your domain to the fixed public IP of your backup server.

– Allow incoming traffic to your backup server through configuring your 
firewall.



Step 1). 
Install and Login to AhsayCBS

• You can install AhsayCBS on
– Your own server hardware by AhsayUBS

– Your own server hardware with Windows or Linux OS

– Azure or Amazon EC2 cloud VM with Windows or Linux OS

– Window or Linux installation guide is available at:
http://download.ahsay.com/support/document/v7/guide_cbs_quick_s
tart.pdf

• Login to AhsayCBS with default Administrator account:
– Username: system

– Password: system

http://download.ahsay.com/support/document/v7/guide_cbs_quick_start.pdf


Step 2). 
Configure User Home

• A User Home refers to directories where AhsayCBS stores the user 
profile, backup log, and backup data (if you allow your users to 
backup their data on your AhsayCBS server) all your backup users. 

• If your  users' backup data are not stored in the User Home (e.g. if 
your AhsayCBS is installed in a VM on cloud platform and you plan 
to use cloud storage as the final backup destination), then a User 
Home with 10GB free space should be good enough to get started. 

• If your users' backup data are to be stored on your AhsayCBS
storage  (e.g. if your AhsayCBS is installed your physical server with 
hard drives used for storing the backup data), then you should set 
User Homes to directories with a lot of free space. 

• You can have multiple User Homes on AhsayCBS. 



To configure User Home, click 
here.



After installation, there will be a default user home created for you. 
E.g. for Windows version, the default drive is the system drive. We 
strongly suggest you to use another non-system drive if available, so 
that in case your system drive crashed, your data in User Home won’t 
be affected. 



You can add a new User Home by clicking this “Add” button.



Enter the path of your User Home. 
UNC path is supported here. 

If it is a password protected network 
drive, click the checkbox and enter 
Login Name and Password 
afterward. 



To ensure user accounts are evenly distributed across your user home 
drives. We do not recommend you to set the QPS Ratio (Quota - Partition 
Size Ratio) of each user home drives to “unlimited” or “Not Used”. For 
AhsayCBS servers with multiple user homes, you should consider a QPS 
setting of 50% to 70% for each user home drive. This will prevent user 
accounts being concentrated onto one drive, which may cause the drive to 
run out of disk space very easily. This could result in data corruption on 
the affected user home(s). Also, an even distribution of user accounts 
across your AhsayOBS user homes will improve backup performance, by 
spreading the disk I/O load. 



After a non-system drive is added, you can delete the default user 
home, and click “Save” to save all the changes to AhsayCBS.



Step 3). 
Add Predefined Destination

• A Predefined Destination is the storage that “AhsayCBS” will 
use for storing users’ backup data. E.g. if you’re an MSP and 
you want your users to backup their data to “your” Microsoft 
Azure cloud storage, that you should define your Microsoft 
Azure cloud storage as a “Predefined Destination” (Firstly 
create the destination in AhsayCBS > System Settings > Backup 
> Predefined Destinations, and then enable it through Policy 
Group > [A specific policy group] > Backup Set Settings > 
Predefined Destination). You can name a Predefined 
Destination as whatever name you prefer, e.g. “My-Storage-
01″ in the example, which is a Google Drive storage but the 
actual storage is transparent to users. The Google Drive logo 
won’t be displayed on AhsayOBM/AhsayACB side.



To add a Predefined 
Destination, click this button.



Under the Predefined Destinations tab, click this 
“Add” button.



Give this destination a name. This name will be 
shown to your users.

Select a destination, e.g. Google Drive, that you 
want to for a specific Policy Group. Then, click “Add” 
button.



Get through the authentication process 
that is required for the selected 
destination.



E.g. For Google Drive, you need to copy this code…



Paste the code into AhsayCBS, and press the “Test” 
button.



If AhsayCBS can connect to the destination, an “OK” 
status will be prompted.



Click the “Add” button.



And then click the “Save” button to 
save the destination to AhsayCBS.



After a Predefined Destination is added to AhsayCBS, it’s not immediately 
available to your users. You need to apply this Predefined Destination to a 
Policy Group to make it available for the users covered by that Policy.



• Please note that after you have added a Predefined 
Destination into AhsayCBS, this new Predefined Destination is 
not yet usable by your users. It is because for different groups 
of users, you may want to use different Predefined 
Destinations for storing their backup data. Therefore, a 
Predefined Destination needs to be applied to a specific Policy 
Group in order to be usable by a certain group of users. You’ll 
see how to do it in Step 5. 



Step 4). 
Add Policy Group, User Group and User

• If you want each client site to have a dedicated Predefined 
Destination, you can create a Policy Group for that client, 
create a User Group for that client and assign the Policy Group 
to this User Group, and then add User and assign this user to 
the created User Group.

• This section will show you how to:
4.1. Add a Policy Group

4.2. Add a User Group and assign Policy to it

4.3. Add a User and assign User Group to it



4.1). Add a Policy Group



To add a Policy Group, click this 
button.



In Policy Group tab, click this “Add” button to add 
a new Policy Group.



Enter an easily understandable name for this Policy 
Group, e.g. Client-A-Policy. Then, click the “Add” 
button.



By clicking this “Save” button, the new “Client-A-
Policy” will be saved to AhsayCBS.



4.2). Add a User Group and assign Policy to it



To create a User Group, click this button.



In User Group tab, click this “Add” button to add 
a new User Group.



Enter an easily understandable name for this User 
Group, e.g. Client-A-Group. 

Then,  under “Assigned Policy” click the “Add” 
button. 



Select the previously created policy, i.e. Client-A-
Policy, and then click the “Add” button. 



When you see the policy is in the 
“Assigned Policy” list, you can click 
the “Add” button to add this new 
User Group. 



When you see the user group is in the “Manage User 
Group” list, you can click the “Save” button to save this 
new User Group. After clicking the “Save” button, the 
new User Group will be saved to AhsayCBS.



4.3). Add a User and assign User Group to it



To create a backup User, click this button.



In Backup User tab, click this “Add” button to add 
a new User.



Enter the user’s Login Name and Password. 

In the “Default settings” policy, by default, the password 
complexity settings is enabled, which requires a password 
to have Upper case, Lower case, Number, and Special 
character. You can change these settings by going to 
AhsayCBS > Backup & Restore > Users, Groups & Policies > 
Default settings policy > User Settings > Password

Also, under “User Group”, click this “Add” button 
to add this user to an existing User Group.



Select the previously created user group, i.e. 
Client-A-Group, and the click the “Add” button.



This user is now added into the 
“Client-A-Group”. A user is by 
default added under “All Users” 
user group and this user group 
cannot be removed.

You can change the order to the 
user groups here. The order after 
how policy is applied to a user. 
The Policy on the top will override 
those below.

Click “Next” when the above are done.



You can make this user a “Paid User” here so that there’s no 
upper limit on storage quota. Click “Next” when finished.



The Add-on Modules are the modules that 
this user can use. 
Make sure to enable “Volume Shadow 
Copy”, “In-File Delta”, and “Continuous 
Data Protection”.
Complete all the settings on this page and 
then click “Next”.



Click “Add” to add the contact information 
of this user.



You can skip adding contact information 
here, and click “Add” button.
Complete all the settings on this page and 
then click “Add”.



Click “Add” to add this user.



The new user is in this list. 
Remember to click the “Save” button at 
the bottom to save this new user to 
AhsayCBS .



Step 5). 
Apply Predefined Destination to a 

Policy Group



To apply a Predefined Destination to a 
Policy Group, click this button.



In “Policy Group” tab, click on the related Policy 
Group that you want to apply the Predefined 
Destination to.



Enable the “Destinations Visible to Users” policy.



Click this “Add” button.



Select the previously added Predefined 
Destination, and click the “Add” button below.



The Predefined Destination is added.

If you also want to make “Local, mapped / 
removable drive” available to your users, you can 
add the option by clicking the “Add” button here.



Select “Local / Mapped / Removable Drive” 
option, and click the “Add” button.



“Local / Mapped / Removable Drive” option is 
added to the list of Standard Destination. Click 
the “Tick” button.



Click the “Save” button to save the changes to AhsayCBS.



Step 6). 
Download and install AhsayOBM / 

AhsayACB on client computer



Visit your AhsayCBS URL from the client machine 
that needs to be backed up.

Click this “Download” button to download 
AhsayOBM / AhsayACB client backup software 
onto the client machine



Select AhsayOBM or AhsayACB, and download 
the correct version for your client machine. 



Save the installer and install it on the client machine.



Step 7). 
In AhsayOBM / AhsayACB, 

login to your AhsayCBS, and configure 
your backup set



Click this link first to configure backup server URL.



Enter your AhsayCBS URL here.



Enter the correct credentials that you have defined 
for this user in AhsayCBS.



This is the front page of AhsayOBM after logged in.



First of all, click this button to create a Backup Set 
which set the rules for how you are going to back 
up a set of data.



Click this “Add” button.



Select the backup set type here.



Select the source of data to backup by:
1). Using the above shortcuts, or
2). Clicking “I would like to choose the files to 
backup” link, and the select the folders and/or 
files that need to be backed up.



Setup the schedule for automatic backups. You can 
define more than one schedules here, e.g. one for Daily, 
one for Weekly, etc.



Here, define the destination(s) that you want to backup 
to. You can define multiple destinations here, and 
configure if those backups are triggered Sequentially or 
Concurrently. 



Here, define the destination(s) that you want to backup 
to. You can define multiple destinations here, and 
configure if those backups are triggered Sequentially or 
Concurrently. 

Here, you can see that the Predefined 
Destination that you have configured 
previously will be available here.



Since you have also added the local destination 
option in Standard Destination, you can 
configure the backup set to backup to both 
Local and your Predefined Destination.



If you enabled the Encryption feature, you can set the Encryption 
Type as “Default” or “Custom”. For the “Default” type, 
AhsayOBM/AhsayACB will randomly generate a 256-bit full length 
encryption key to encrypt the data for this backup set.  



If you enabled the Encryption feature, you can set the Encryption 
Type as “Default” or “Custom”. For the “Default” type, 
AhsayOBM/AhsayACB will randomly generate a 256-bit full length 
encryption key to encrypt the data for this backup set. 

If you want to define your own Encryption Key, you 
can choose the “Custom” type, and define your 
preferred key, and other settings.  



Here, enter the Windows User Authentication credentials for this 
user. 



When you see this screen, your backup set is created. Click 
“Close” to go back to the front page, as we still need copy and 
save the Encryption Key of this backup set for future use. 



Click the “Backup Sets” button.



Click to select the previously created backup set.



Go to “Others > Encryption” and click “Unmask encryption key”. 
This will make the Encryption Key visible to you.



Highlight the whole key with your mouse, and press “Ctrl + C” on 
your keyboard to copy this Encryption Key.



Paste the Encryption Key onto a text editor and save this 
encryption key file securely on another machine or cloud storage, 
so that when your AhsayOBM/AhsayACB machine is crashed and 
you need to restore backed up data on another machine, you can 
have this Encryption Key to decrypt the backed up data. 



If worry about your users will forget 
copying and saving their encryption 

keys, go to “Optional Setting 1). 
Change the default encryption type” of 
this guide below to change the default 

encryption type from “Default” to 
“Custom”, so that they will enter their 

own encryption keys.



Step 8). 
Fire a backup manually



To fire a backup manually, click this “Backup” button. 



Select the backup set that you want to run.



Click “Show advanced option” to review the details.



For the first backup job, this option doesn’t 
matter, as it will trigger full backup anyway. But 
if you have previous backups for this backup 
set, then, you can choose to run Full, 
Differential or Incremental backup as needed.

Here, you can choose where to backup to.

Again this option doesn’t matter in the first 
backup job. For the subsequent backup job, if 
you check this option, after the backup job, the 
software will check if there are any files that 
are out of retention policy, and if yes, those 
files will be deleted from the backup server.



Click “Backup” to trigger the backup.



Backup started. You can check the live backup status in 
AhsayCBS > Monitoring > Live Activities



Step 9). 
Check Logs and Reports



9.1). Logs in AhsayCBS for Administrator



The Logs on AhsayCBS are located here.



Example:



9.2). Setup SMTP for Sending Email Reports to 
Administrators and Users



You can use Gmail SMTP for sending AhsayCBS
email reports. The following example will show 
you how you can do it.  The steps for using your 

own SMTP server should be the same.



To use your Gmail account for sending AhsayCBS email reports, 
you need to go to  your Gmail account > My Account > Sign-in & 
security > Allow less secure apps, and enable this option.



Click on this button to add Gmail 
SMTP into AhsayCBS.



In “Email > SMTP Server”, click this 
“Add” button.



Enter all required information. 

Enter “465” if 
587 doesn’t 
work.

Make sure your 
AhsayCBS
machine is able 
to go through 
port 465 and 
587. 



Click the “Test” button. 



When you see this “OK” status, the 
SMTP has been configured correctly.



Gmail’s SMTP has been included in 
the SMTP Server list. 
Next, add an Administrator Contact.



Enter the required information, then 
click the tick button.



Configure the settings for Low Disk Space 
Reminder / Alert Report, and Low 
Destination Space Reminder / Alert Report.

The Administrator Contact has been 
added to the list.



When SMTP Server, Administrator Contact, and 
Reminder / Alert have all been configured, click the 
“Save” button to save them into AhsayCBS.



9.3). Email Reports to Administrator



9.3.1). Daily User Report (Email)
Administrator will receive a Daily User Report by email that summarizes the activities of all users in your AhsayCBS. You 
can click on each “Download” link to download the Backup / Restore report for a specific backup / restore job of a user.



9.3.2). Daily User Report (HTML)
In the previous email, there is an HTML attachment. 

When you open the HTML in a web browser, the report will look like this.
The first tab is “Problems”, that means critical and you need to fix them asap. 



9.3.2). Daily User Report (HTML)
In the previous email, there is an HTML attachment. 

When you open the HTML in a web browser, the report will look like this.
The second tab is “Issues”, that means less critical but you still need to take a look. 



9.3.2). Daily User Report (HTML)
In the previous email, there is an HTML attachment. 

When you open the HTML in a web browser, the report will look like this.
The third tab is “Activities”, that contains all the activities of the day. 



9.3.2). Daily User Report (HTML)
In the previous email, there is an HTML attachment. 

When you open the HTML in a web browser, the report will look like this.
The fourth tab contains the “Statistics”. 



9.3.3). Backup Report
In the Daily User Report email, when you click on a “Download” link of a backup report, the report will look like this.



9.3.4). Restore Report
In the Daily User Report email, when you click on a “Download” link of a backup report, the report will look like this.



9.3.5). Low Disk Space Alert
If you have checked for receiving Low Disk Space Reminder / Alert, when the available disk space on your AhsayCBS is 

lower than the threshold you defined, you will receive this email.



9.3.6). Low Destination Space Alert
If you have checked for receiving Low Destination Space Reminder / Alert, when the available disk space on your 

Predefined Destinations is lower than the threshold you defined, you will receive this email.



9.4). Email Reports to Users



You can configure what reports to send to your users in 
Policy Group > User Settings > Email Reports



If you (AhsayCBS administrator) also want 
AhsayCBS to BCC user’s emails to you, you 
can add your contact email here.



9.4.1). Backup Report



9.4.2). Restore Report



9.4.3). Missed schedule backup reminder



9.4.4). User settings changed alert



9.4.5). Active Directory authentication failure report



9.4.6). Backup Quota Reminder / Alert



9.4.7). Trial User Reminder / Alert



9.4.8). Welcome Email



9.4.9). Consolidated Email Report 
(i.e. Daily User Report)



9.4.10). Inactive Backup Report



Optional Setting 1). 
Change the default encryption type



Some partners have concern that if users have 
chosen “Default” encryption type and forgot to 

save their encryption keys, they won’t be able to 
restore after their original machines crashed.

To solve this: 
1). You can set the default encryption type from

“Default” to “Custom” and let users to input 
their own encryption keys

2). Make users upload their encryption keys to 
AhsayCBS after backup.  



1.1). Set the default encryption type from 
“Default” to “Custom”



To change the default encryption type 
from “Default” to “Custom”, click this 
button.



Select “Default settings” policy group if you 
want to change the default encryption type 
for all users.



Under Default Values > Others, scroll down 
to the bottom of the page…



Under “Encryption”, click on the “Default 
encryption settings”



Change this Encryption Type from “Default” 
to “Custom”.



Click this OK button.



Click this “OK” button



Finally, click “Save” to save the change to 
AhsayCBS.



1.2). Make users upload their encryption keys to 
AhsayCBS after backup.  



After the change in 1.1, if you still worry about your 
users will select “Default” and then forgot to save the 
encryption keys, make sure your users will upload the 
encryption keys to your AhsayCBS, so that when they 

really lost the key, you can send their encrypted 
encryption key file to us (Ahsay) for decryption. 

Please note that the decryption service is a 
chargeable service. Details: 

https://www.ahsay.com/jsp/en/home/index.jsp?page
ContentKey=ahsay_services_encryption-key-recovery

https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_services_encryption-key-recovery


When you create a new backup user, or 
edit an existing backup user, you can find 
this option. Make sure you check this 
option so that the user will upload 
encryption to your AhsayCBS after 
backup.



You can also set the Upload encryption key 
in your policy, so that every user created 
will have the Upload encryption option 
enabled.



Scroll down to the bottom of the User 
Settings page.



Enable this policy item. And then save the 
change to AhsayCBS, so that all new users 
created will upload their encryption keys in 
encrypted format to AhsayCBS.



Optional Setting 2). 
Bandwidth control



In Ahsay Backup Software, Bandwidth Control is 
defined on Backup Set level. That is, each backup set 
will have its own bandwidth control settings that is 

independent to other backup sets.

Bandwidth Control can be configured through:
1). AhsayCBS Group Policy, or

2). Independent AhsayOBM / AhsayACB
user account within each backup set



2.1). Configure bandwidth control on AhsayCBS



On AhsayCBS, you can configure
Bandwidth Control through Group Policy.



To configure Bandwidth Control through 
Group Policy, click this button.



Under Policy Group, select a Policy Group that you 
want to configure the Bandwidth Control.



You can enable Bandwidth Control and configure 
the settings under these 2 sections, Default Values 
and Preempted Values.

For Default Values, you will configure literally the 
default values for Bandwidth Control for selective 
backup sets. Those default values can be modified 
by users when they create their backup sets.

For Preempted Values, the Bandwidth Control 
settings you configured in this policy group CANNOT 
be modified by your users.

The configuration method will be the same for both 
Default Values and Preempted Values. So, I’ll be 
using Default Values to illustrate the process.



First of all, enable Bandwidth Control here.



Click this “Add” button to add a new bandwidth 
control set.



Give this Bandwidth Control Set a name, and select 
which modules this bandwidth control will be 
applied to. 

Then, click this to enable “Limit the 
transfer rate when performing 
backup and restore tasks” option.



Click this “Add” button.



Enter the “Name”, “Type”, 
and “Maximum transfer 
rate” for your bandwidth 
control here.
Then, the click the “Add” 
button.



Your first bandwidth rule has been created here. 
You can add more rules if needed. Otherwise, click the 
“Add” button below.



Your Bandwidth Control set has been created. If okay, click 
the “OK” button below. 



Finally, click the “Save” button to save the changes to your 
Policy Group to AhsayCBS.



2.2). Configure bandwidth control 
through AhsayOBM client software



To add Bandwidth Control to your existing  
backup set, click this button.



Select an existing backup set.



Click this “Show advanced settings” text link.



In “Bandwidth Control” tab, enable the 
Bandwidth Control feature.



Click here to add a new bandwidth control.

“Independent” means the 
bandwidth control settings 
will be applied to each 
backup / restore job of the 
backup set. “Share” means 
all backup and restore jobs 
share the same settings. 



Enter the “Name”, “Type”, 
and “Maximum transfer 
rate” for your bandwidth 
control here.
Then, the click the “OK” 
button.



Configure all the settings 
here. Then click “OK”.



Your first bandwidth rule has been 
created here. You can add more rules 
if needed by clicking the “Add” 
button. 
Otherwise, click the “Save” button 
below to save it.



2.3). Configure bandwidth control for 
individual AhsayACB users through AhsayCBS



There is no Bandwidth Control tab in the backup 
set settings of AhsayACB client software, as we 

believe that AhsayACB users are general users who 
would not bother to set the bandwidth control. 

So, we put the bandwidth control setting for 
AhsayACB users on the AhsayCBS side.



To configure Bandwidth Control for 
AhsayACB user, click this button.



Select an AhsayACB backup user.



Select an existing AhsayACB backup user.



Enable this feature and start configuring the backup 
control settings, just like that through the 
AhsayOBM client software interface.



Thank you!


